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Foreword 

NIE Digital Security Awareness

When I looked back to where we were three years ago, it amazes me on 

the tremendous enhancement that we have done on the campus network 

infrastructure.  From the installation of five thousand wired network points 

since day one to the state-of-the-art campus-wide wireless network a year 

before; we did it in a short span of three years.  To date, we continue 

to add value to the infrastructure by providing wireless hot spots, wire-

less video capturing facilities, wireless integration with Portals and the 

upcoming project on intelligent information display on campus.  All these 

initiatives not only translate to new value to our staff on campus but also 

enhance the experience of our visitors when they are in NIE.

Congratulations to the network team who made it happened.  What is 

next?

Convenience always leads to vulnerability, while we are concentrating on 

providing the availability of multiple channels for access to our campus 

information, we should not neglect the element of confidentiality and in-

tegrity of the digital knowledge in NIE.  Come this year, we shall focus 

strongly on promoting IT security awareness and implementing security 

policies on the access of our wired and wireless facilities.  Implementing 

secure wired point is in pilot run now and I hope it will provide added se-

curity to protect the vast digital resource on campus.



On the future usage of wireless technology, I recall a joke from a Digest 

on advancement in technology such that a high tech futuristic hospital not 

only provides wireless access for its services, they have extended the ser-

vice to producing babies cordlessly.  Though it is only a joke, it reflects the 

hidden thinking that technology is the replacement of everything including 

the forming of a baby.  Technology is only an enabler.  It has to be used in 

the area that it is best for through the innovation and creativity of human 

minds.

Well done! Tee Wee, Jeffrey and team!

Tan Hoon Chiang

Deputy Divisional Director ACIS
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NEWS

EDUWIN
By Jeffrey Hong, Computer Services Centre

EDUWIN is the acronym for Education Wireless Integrated Network. 

This project is a collaborative effort of all the Institutes of Higher Learn-

ing (IHL) and spearheaded by National University of Singapore (NUS) 

to bring wireless roaming to members of the IHL. The fact is that this 

project is relatively new and unknown in our campus.

Wireless technology has gained vast popularity in Singapore and oth-

er technologically-advanced parts of the world. Wireless roaming is a 

difficult implementation process in any wireless capable region. The 

reason is that a particular wireless hotspot is usually owned by the 

provider of the wired/cabled network infrastructure. It is a known fact 

that we have numerous providers and owners of different networks for 

both public and commercial sectors. Therefore, imagine the endless 

rounds of long hour meetings and golf sessions to bring these different 

entities together to provide this ‘roaming’ capability that has to benefit 

both the wireless users and the providers.

The technical process of bringing different wireless standards together 

is another hurdle before the Promised Land. If we were still living in 

the 20th century, I would have said that it was too costly and virtually 

impossible to introduce wireless roaming. Fortunately, advancement in 

technology has made our lives a little bit easier though we still cannot 

travel around by saying, “Beam me up, Scottie”. Anyway, to tackle this 

roaming issue, management and engineers of different IHL had a few 
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meetings and we unanimously agreed on one simple solution: VPN 

(virtual private networking).

This is how it works: First, you have to associate to the wireless net-

work of a host campus because each host has her own methodology 

of wireless security. If you are visiting NUS for example, you have to do 

some research on how to connect to their wireless network, and most 

importantly, you have to know the designated hotspots for EDUWIN 

users. One simple approach is to visit the EDUWIN website hosted 

by NUS at http://eduwin.nus.edu.sg. The second step is to fire up a 

connection to NIE’s VPN device (A.K.A Remote Access Portal at http://

vpn.nie.edu.sg) and get authenticated by using your NIE computer ac-

count. From then onwards, you can surf Internet or access NIE In-

tranet services through the Remote Access Portal. Remember to visit 

NIE wireless support website at http://wireless.nie.edu.sg for the exact 

details on EDUWIN.

NIE uses a slightly generous model of providing Internet access to our 

visitors, regardless of students or staff, from other IHL. Visitors just 

have to register at our Services Hub using their Student Matricula-

tion or Staff card, and they can access the Internet at our designated 

hotspots immediately without having to log into their VPN device. Ser-

vices Hub is operated by NIE’s Academic and Computing Information 

Services division, and it is located at level 4 of the LIBRIS building 

(Block 4). All the information on getting the necessary access can be 

found in our wireless support website.

It is not too hard for you to have that same ‘learning without limits’ ex-

perience in NIE campus or in any other educational institutions. All you 
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need is to do a little homework on getting wireless connection and you 

are ready to go. In near future, there will be a day when all of us can 

have high speed connection regardless of where we are. After all, we 

are living in the hopeful 21st century and, undoubtedly, we are a step 

nearer to the Star Trek era.
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NEWS

Singapore Wireless Hotspots
By David Ong, Converscient Pte Ltd

Wireless networking is moving beyond the corporations and residenc-
es into the many Wi-Fi “hotspots” sprouting up all over Singapore.  The 
next time you walk into Olio Dome café and alfresco in Suntec City, 
look around you and you may see customers with notebooks or PDAs 
surfing the Web, sending emails, chatting on the Internet or playing 
online games.  The remarkable point is they are doing all these activi-
ties wirelessly, without dial-up modems or Ethernet cables, all thanks 
to the Wi-Fi technology.

A Wi-Fi hotspot is an area with a wireless local area network (LAN) 
set up to provide users with mobile wireless broadband access to the 
Internet.  Your best experience of mobile wireless broadband access 
comes complete with a table, a comfortable seat and a hot café bev-
erage in an air-conditioned environment.  To enjoy the facilities of a 
hotspot, you need a mobile computing device such as a notebook or 
a PDA, a wireless network card (the newer notebooks on the market 
should have Wi-Fi built-in) and a wireless broadband access subscrip-
tion with a service provider like SingTel or StarHub.

Wi-Fi hotspots have been growing in popularity in Singapore.  SingTel 
boasts of more than 150 wireless hotspots island-wide.  StarHub, Blu-
engine and 5G Wireless provide Wi-Fi access from Orchard Road to 
downtown Central Business District to even Changi Airport.  SingTel’s 
coverage ranges from the CBD to the various shopping malls near 
housing estates in the Eastern and Western parts of Singapore, such 
as White Sands and West Mall.  Identifying Wi-Fi hotspots is easy as 
all such zones are clearly marked with a ‘Wireless Surf Zone’ sign car-
rying the logo of their respective service providers.

Technologically, hotspots support 802.11b wireless networking, al-
though 802.11a and 802.11g are gaining popularity, providing higher 
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speeds to surfers.  Many hotspots leave their security turned off to 
make it easy for users to setup and access the network.  Some hot-
spots provide 64-bit or 128-bit Wi-Fi encryption, and it would be best 
for users to enable this additional security to ensure that their data 
stays private, especially if they are dealing with sensitive information 
like banking online or making a remote access back to the office.

Using a Wi-Fi hotspot costs an average of $0.20 per minute, plus $0.30 
per megabyte of data, on a pay-as-you-use scheme.  The various ser-
vice providers also offer subscription-based packages that offer better 
value to customers.  Prepaid cards for wireless surfing are also avail-
able to users who do not have a subscription with the service provider.  
These different options allow would-be wireless surfers to pick a suit-
able scheme to suit their lifestyles.

The proliferation of Wi-Fi hotspots is also reaching beyond the CBD 
into the hospitals.  Changi General Hospital and Alexandra Hospital 
have taken the initiative to provide wireless Internet access to patients 
who are waiting for their appointments.  Changi General Hospital has 6 
wireless surf zones at places like its cafeteria, specialist clinics and the 
A&E department, while Alexandra Hospital provides a relatively mod-
est set-up in its cafeteria.  Changi General Hospital’s Chief Operating 
Officer, Mr Foo Hee Jug, said, “Providing hot spots in the hospital en-
ables our patients to surf wirelessly while waiting to see the doctor, or 
even after their appointments.  This will be very convenient for patients 
if they need to send documents to their office or clients.  There is no 
additional charge for this service, which is available to SingNet and 
SingTel GPRS mobile customers.  They would have to bring their own 
laptops, of course.”
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List of Hot spots in Singapore

Location Building Address Zone Remarks

Arena Country 
Club

Upper Jurong 511 Upper Jurong Road, 
Singapore 638366

West Café and 
alfresco

Brewerkz 
Singapore 
Restaurant & 
Microbrewery

Riverside Point 30 Merchant Road, 
#01-05/06 Riverside 
Point, Singapore 058282

Downtown Café and 
alfresco

Coffee Club  Ngee Ann City 391 Orchard Road, Ngee 
Ann City #03-10/15, 
Singapore 238872

Downtown Café and 
alfresco

Coffee Club Siglap 907 East Coast Road, 
#01-01, Springvale, 
Singapore 459107

 East Café and 
alfresco

Coffee Club Hotel 
Rendezvous

9 Bras Basah Road,
#01-04 Hotel Rendez-
vous, Gourmet Gallery, 
Singapore 189559

Downtown Café and 
alfresco

Coffee Club Holland Village 48A Lorong Mambong, 
Holland Village, 
Singapore 277699

West Café and 
alfresco

Coffee Club 
Xpress

 PWC Building 8 Cross Street, 
#01-02/03 PWC Building, 
Singapore 048424

Downtown Café and 
alfresco

Coffee Club 
Xpress

 Paragon 290 Orchard Road, 
#01-37 Paragon SC, 
Singapore 238859

Downtown Café and 
alfresco

Coffee Club 
Xpress

Wisma Atria 435 Orchard Road, 
#03-35/38, 
Singapore 238877

Downtown Cafe area
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Location Building Address Zone Remarks

Community 
Club

Woodlands 
Community 
Club

1 Woodlands St81 North Lobby

Jollibean 
(Funan)

Funan IT Mall 109 North Bridge Road, 
#01-K4, Funan IT Mall, 
Singapore 179097

Central Café and 
alfresco

Furama Hotel 
(Tiffany Café)

Furama Hotel 60 Eu Tong Sen Street, 
Singapore 059804

Downtown Café and 
hotel 
lobby

Fuzion 
Smoothie Café

Millenia Walk 9 Raffles Boulevard, 
#01-84, Singapore 
039596

Downtown Café and 
alfresco

Lau Pa Sat 
Festival Market

Lau Pa Sat 18 Raffles Quay 
Singapore 048582

Downtown Under the 
roof

Olio Dome Singapore Arts 
Museum

71, Bras Basah Road 
#01-01 Singapore Arts 
Museum, Singapore 
189555

Downtown Café and 
alfresco

Olio Dome Bishan 
Community 
Club

51, Bishan St 13 #01-02 
Bishan Coummunity 
Club, Singapore 579799

 North Café and 
alfresco

Olio Dome Park Mall 9 Penang Road 
#01-22/23, Park Mall, 
Singapore 238459

Downtown Café and 
alfresco

Olio Dome Suntec City 1 Raffles Boulevard, 
#01-01A, SICEC, 
Singapore 039493

Downtown Café and 
alfresco
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Location Building Address Zone Remarks

 Olio Dome West Coast 
Community 
Club

Blk 720 Clementi West 
Street 2, 
Singapore 120720

West Café and 
alfresco

Poems 
Investor 
Center

Century Square 
Shopping 
Center

2 Tampines Central 
#03-01 Century Square 
Shopping Center, 
Singapore 529509

East Lobby

Raffles Marina Raffles Marina 10 Tuas West Drive, 
Singapore 638404

West Atrium, 
Captain’s 
Table, Bristo 
and berths

Smoothie 
Xpress @ 
Cheers

Novena Ville 275 Thomson Road 
#01-06, Novena Ville, 
Singapore 307645

Downtown Café and 
alfresco

Science Park 2 Aquarius 21 Science Park Road 
Singapore 117628

West  Lobby

Subway Boat 
Quay

Boat Quay 82 Boat Quay #01-01, 
Singapore 049870

Downtown Café and 
alfresco

Subway 
Orchard

Orchard Hotel 422 Orchard Road, 
#b1-13 Orchard Hotel 
Shopping Arcade, 
Singapore 238879

Downtown Café and 
alfresco

Subway Suntec Suntec 3 Temasek Boulevard 
B1-49/50, Suntec City 
Tower 4, 
Singapore 038981

Downtown Café and 
alfresco

Subordinate 
Courts

Subordinate 
Courts

1 Havelock Square, 
Singapore 059724

Downtown Lobby

Supreme Court Supreme Court St Andrew’s Road, 
Singapore 178957

Downtown Lobby and 
library
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TECHNOLOGY

Up and Coming Wireless Standards
By Teo Say Chong, Computer Services Centre

The wireless networking world is pretty baffling to most of us with its 

standards of incomprehensible acronyms.  With new standards from 

Institute of Electrical and Electronics Engineerings (IEEE) coming to 

play soon, this will leave most of us scratching our heads in confu-

sion!  To clear the muddle over the current and new standards, let us 

go through the current standards that are available to us now before 

moving on to the new standards.

Current Standards

IEEE 802.11b

Operating in the 2.4GHz (Gigahertz) frequency range, 802.11b (a.k.a. 

Wi-Fi) has a nominal maximum data rate of 11Mbps.  It is the first wildly 

popular standard and still by far the most used.  There are drawbacks 

to 802.11b, including lack of interoperability with voice devices, and no 

Quality of Service (QoS) provisions for multimedia content like video 

conferencing.

IEEE 802.11a

802.11a, which is much faster than 802.11b, allows a 54Mbps (Mega-

bits per second) maximum data rate and operates in the 5GHz fre-

quency range.  Compared to 802.11b, this higher frequency limits the 

range of 802.11a.  It also means 802.11a signals have more difficulty 

penetrating walls and other obstructions.  Due to the fact that 802.11a 
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and 802.11b utilize different frequencies, the two technologies are in-

compatible with each other.  Like 802.11b, 802.11a has no provisions 

to optimize voice or multimedia content.

IEEE 802.11g

802.11g attempts to combine the best of both 802.11a and 802.11b.  

802.11g supports bandwidth up to 54 Mbps, and it uses the 2.4 GHz 

frequency for greater range coverage.  802.11g is backwards compat-

ible with 802.11b, meaning that 802.11g access points will work with 

802.11b wireless network adapters and vice versa.  Again, 802.11g 

has no provisions for voice and multimedia content.

The next question that is definitely on your mind is whether NIE sup-

ports the above 3 standards?  Yes!  The wireless infrastructure has 

been upgraded recently to include 802.11g standard to the existing 

802.11a/b standards being offered.  In additional, with NIE’s new 

802.11a/b/g combo cards in offering, you’ll be spoilt with choices on 

how to get connected wirelessly!

Now that we have gone through the existing wireless standards, are 

you eagerly anticipating what is coming over the ‘wireless’ horizon?  

Let me assure you it’s nothing short of the ordinary.
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New Standards

IEEE 802.11e

802.11e adds QoS features and provides better support for multime-

dia content like voice and video.  802.11e is intended to allow certain 

types of wireless network traffic to take priority over others to ensure 

that voice conversations and video sound and look as good over wire-

less connections as they do over wires.  Expected date of final draft is 

about end of 2004.

IEEE 802.11i

The upcoming 802.11i specification will address the weaknesses of 

the Wireless Encryption Protocol (WEP) used in the original 802.11a/

b/g specifications.  It will dramatically enhance the security features 

provided in a WLAN system, ensuring that the information transmitted 

wirelessly will be secured.  Expected date of final draft is about end of 

2004.

IEEE 802.11n

Farther down the road for 802.11 is a speed boost to 108 Mbps, and 

possibly to as high as 320 Mbps.  The source of the speed will be the 

802.11n standard, which is at least two years away.  Expected date of 

final draft is about end of 2005.

Wireless Broadband (WiMAX)

When you want broadband today, chances are you’re locked to a land-

line connection with an ADSL or cable modem.  WiMAX (Worldwide 

Interoperability for Microwave Access), an evolving standard for point-

to-multipoint wireless networking, may change that for the last mile 
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in the same way that Wi-Fi has changed the last one hundred feet 

of networking.  Just imagine, instead of connecting your computer to 

an ADSL or cable modem, you can connect to a WiMAX device and 

(viola!) you are linked to the Internet via wireless broadband.  There 

is no need to worry about telephone wires or cables.  At the moment, 

WiMAX has several different standards (pending standard finalization) 

and covers several different frequency ranges.  These standards are 

IEEE 802.16, 802.16a, 802.16e and 802.20.

IEEE 802.16

The base 802.16 standard is for the 10 to 66 GHz range.  It requires 

a line of sight to the base station for operation and has a typical cell 

radius of 1 to 5 km.  Speed may reach 32 to 134 Mbps.

IEEE 802.16a

802.16a covers the 2 to 11 GHz radio frequency range.  It does not 

require a line of sight to the base station for operation.  While it has 

a maximum range of 48 km depending on antenna tower height, an-

tenna gain and power transmission, typical cell radius is 6 to 10 km.  

Speeds may vary between 1 to 70 Mbps.

IEEE 802.16e

Based on the 802.16 standard, 802.16e operates in the 2 to 6 GHz 

range and is most suited for mobile broadband users on the road.  Ca-

pable of providing users with high speed connection while traveling at 

speeds of up to 90 km/h.

IEEE 802.20

Similar to 802.16e, the still-underdevelopment 802.20 will run in the 
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500MHz to 3.5 GHz range.  Mobile users will be able to have a connec-

tion even when traveling at speed of 250 km/h!  802.16e is meant to 

service mobile user walking around with a PDA or laptop, while 802.20 

will address high-speed mobility issues.

Although the wireless networking world has come a long way, the wire-

less revolution has just only begun.  With all these new emerging stan-

dards, the wireless networking world is undoubtedly an exciting one.
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Laptops with Integrated Wi-Fi
Dell Inspiron 8600 Fujitsu LifeBook S6210

Processor 1.7 GHz Intel Pentium M 1.5 GHz Intel Pentium M

Memory 256 MB DDR333 256 MB DDR333

Display 15.4” UXGA TFT 13.3” XGA TFT

Graphics ATI Mobility RADEON 9600 Pro 128MB 
DDR

Integrated Intel Extreme 
Graphics 2 /w DVMT, 
64MB shared memory

Hard Disk 60 GB Ulta ATA/100 60 GB Ultra ATA/100

Optical Drive DVD+R/CD-RW SuperDrive CD-RW/DVD-ROMCombo drive (detach-
able)

Network 10/100 Base-T
802.11b/g
modem

10/100 Base-T
802.11b/g
modem

Battery Life 3.5 hours 4 hours

Interfaces Firewire 400
USB 2.0 x2
S-video out

VGA out
headphone out
microphone in

PC Card Type I/II

USB 2.0 x3
Firewire 400

IrDA 1.1
VGA out

audio line in
headphone out
microphone in
parallel port

PC Card Type I/II

Size 36.1 cm (W) x 27.6 cm (D) x 3.86 cm (H) 29.3 cm (W) x 23.4 cm (D) x 3.05 cm (H) 
(height without port explicator)

Weight 2.96 kg 1.65 kg (1.85 kg with Combo drive)

Price S$3,356 S$3,688
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HP Compaq nx7010 IBM ThinkPad X31

Processor 1.5 GHz Intel Pentium M 1.5 GHz Intel Pentium M

Memory 256 MB DDR333 256 MB DDR266

Display 15.4” WXGA TFT 12.1” XGA TFT

Graphics ATI Mobility Radeon 9200 64MB DDR ATI Mobility RADEON 16MB DDR

Hard Disk 60 GB Ultra ATA/100 40 GB ATA/100

Optical Drive CD-RW/DVD-ROM Combo drive CD-RW/DVD-ROM Combo drive

Network 10/100 Base-T
802.11b
modem

Bluetooth

10/100 Base-T
802.11b
modem

Bluetooth

Battery Life 4.5 hours 5.5 hours

Interfaces USB 2.0 x3
Firewire 400

IrDA 1.1
VGA out

S-video out
headphone out
microphone in
parallel port

PC Card Type II
Kensington cable lock slot

USB 2.0 x2
Firewire 400

IrDA 1.1
parallel port
audio line in

headphone line out
VGA out

PC Card Type I/II

Size 35.6 cm (W) x 25.4 cm (D) x 3.45 cm (H) 27.3 cm (W) x 22.3 cm (D) x 3.02 cm (H)

Weight 2.95 kg 1.65 kg

Price S$2,999 S$3,100
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TECHNOLOGY

Wireless Camera - A Product Intro
Introduction to the Linksys Wireless-B Internet Video Camera 
WVC11B

The Linksys Wireless-B Internet Video Camera sends live video through 

the Internet to a web browser anywhere in the world!  This compact, 

self-contained unit lets you keep an eye on your home, your kids, your 

workplace – whatever’s important to you.

Unlike standard “web cams” that require an attached PC, the Internet 

Video Camera contains its own web server, so it can connect direct-

ly to a network, either over Wireless-B (802.11b) networking, or over 

10/100 Ethernet cable.  The advanced MPEG-4 video compression 

produces a high-quality, high-framerate, 320x240 video stream.

The Internet Video Camera’s unique form-factor and wireless connec-

tivity allows you to mount it on a wall nearly anywhere, or slip it into 

its included stand for desktop use.  Once it’s connected to your home 

network, you can “see what it sees” from any PC in the house, while 

the video stream is secured from the outside world, hidden behind your 

Router.  If you want the video to be visible from outside your home 



17

network, you can open an appropriate port on the Router, and then 

create password protected accounts to manage access to the camera, 

or leave it wide open for the world to see.  The SoloLink DDNS Service 

(trial sign-up included) lets you access your camera using an easy-

to-remember “name”, even if your home Internet connection uses a 

dynamic IP address.

You can also turn on Security Mode, which tells the camera to send 

you an email message with a short video attached whenever it detects 

motion in its field of view.  You can then log onto the live video stream 

if the situation warrants.  The included Viewer & Recorder utility lets 

you record the video stream to your local hard drive, “live” or on a pre-

determined schedule.

Let the Linksys Wireless-B Internet Video Camera help you keep tabs 

on your world.

Sends high-quality live video to your network wire-

lessly over 802.11b

Built-in stand-alone web server – view the video 

stream from anywhere

Security Mode automatically sends email alerts with 

images upon motion detection

Supports up to four simultaneous users

Camera 

Features
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USER EXPERIENCE

Information Technology (IT) Security And Risk 
Management
By Jeffrey Hong, Computer Services Centre

I totally agree with the article, ‘Fault lies with practices, not system’, in 

The New Paper dated 10 June 2004 by Mr Johnathon Cervelli, Plat-

form Strategy Manager from Microsoft Singapore. In his friendly re-

buke to an earlier article, ‘Fed up with viruses in your OS? Try Linux’, 

he insisted that IT calamities can be avoided if “all members of the 

Internet community... do their part in keeping each other safe” and it is 

definitely not the fault of that popular OS (operating system). In simple 

words, flaws exist regardless of the brand or popularity of the system 

software or hardware. As we embark on our quest to inject intelligence 

into lifeless objects through system programming and hardware build-

ing, we unintentionally introduce flaws into our end products. In order 

to prevent isolated cases of technical faults from snowballing into an 

IT disaster that impacts commercial and public entities, we have to 

learn to build up our own defenses by following the IT Security Best 

Practices.

RISK MANAGEMENT CYCLE

Now, you may be wondering what IT Security is all about. In simple 

words, IT Security means knowing how to manage risks through these 

consecutive processes: IDENTIFY, ANALYZE, PLAN, MITIGATE and 

TRACK. To clarify, we are not covering every aspects of risk manage-

ment here. Rather, we hope readers come to know more about IT Se-

curity and Risk Management. In risk management, identifying threats 
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and determining vulnerabilities are one of the most important tasks. 

Risks and threats come in various forms and affect all resources be-

longing to the owner, the service provider and, eventually, the whole 

Internet community. In the IT world, the risks that are commonly known 

are virus outbreaks, system intrusions, data espionage, identity steal-

ing, resource starvation, etc. At present, cabled and wireless networks 

have allowed computers all over the world to be tightly coupled togeth-

er such that information can be disseminated to multiple parties rap-

idly. However, this desirable capability has created an opportunity win-

dow for the ‘un-desirables’. Phileas Fogg took 80 days to travel around 

the world. The Sasser worm took only 8 seconds. The disturbing truth 

in their difference is: the Englishman won his wager of 20 thousand 

pounds, whereas, the Sasser worm costs millions of dollars to most of 

the IT enabled commercial and public organizations. Sasser worm in-

fects computers and exploits vulnerabilities of its system through TCP* 

port 445. Interestingly, this port is active by default when you are using 

‘that popular OS’ and it is used to share information (e.g. file sharing) 

between networked computers of that same OS. However, it is not the 

fault of the OS to utilize this port number but, rather, it is the ignorance 

or carelessness of the users and system administrators by leaving this 

port unchecked. 

Updating of system files helps to remove most of the system vulner-

abilities and it is the duty of users and system administrators to ensure 

that it is carried out regularly. No doubt, it is one of the overlooked re-

sponsibilities as a typical computer user. If you cannot remember when 

you last updated your system, I seriously suggest that you should do 

so now. In addition, it is important that we acquire the knowledge of up-

to-date countermeasures to remove risks and threats. Using Sasser 
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worm as an example, we are seeing more variants of this worm ex-

ploiting the same vulnerability of the system through different methods 

of infection. So, the same old method of removing earlier variants of 

the worm may not apply to its latest variant.

RISK ASSESSMENT – ANALYZE RISKS AND IMPACT

Quantifying and qualifying your assets by assigning values to them 

can help to measure the impact of an outbreak or extent of business 

disruption. We should identify the assets and information (e.g. critical 

or revenue-generating) to protect and tag them in monetary terms. The 

reason is that all assets or information do not have the same value, 

and therefore, their level of protection also varies. The main point of 

this risk assessment is to help an organization to understand what their 

most valuable assets are, where they should build their defenses and 

what the countermeasures to adopt. Besides monetary damages, you 

also need to understand that there are other consequences in any IT 

catastrophe, such as damage to company’s reputation, loss of investor 

confidence, loss of revenue, legal implications and loss of data. This 

way, you can assist the organization to plan and strategize to deploy 

the resources more efficiently. The followings are factors to consider 

when preparing good strategies for risks management: strong IT policy, 

good security architecture and an effective business continuity plan.

RISK PLANNING – IT POLICY

IT Policy is the foundation of the IT security architecture. Any action or 

plan that is subsequently carried out has to be backed by a strong IT 

policy. Any plan or enforcement action has to be consistent and in-line 

with the policy, and should not varies from person-to-person or depart-
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ment-to-department. The enforcement body must be fully empowered 

to carry out the policy with the view that any compromise (even it is 

caused by higher management) may lead to any corporate embar-

rassment or business disruption. Regrettably, some of us believe that 

implementing IT security policy will impede the accessibility of using 

IT as a tool to enhance our work productivity, teaching and learning 

capabilities. In contrary, IT security policy safeguards the interests of 

both the company and you. Let us examine a scenario: In NIE’s IT 

Policy, Staff and Trainee Teacher are not allowed to plug any network 

device (e.g. wireless access point) into the campus network for their 

own use. If the device is not properly secured, attackers can eas-

ily introduce computer viruses into the campus network and disrupt 

our operations. Hence, in the name of flexibility, the Institute has to 

suffer the following consequences: business disruption, embarrass-

ment and possible legal implications that will involve the Institute, the 

attacker and the person who set up this rogue device. It’s no wonder 

that NIE’s IT security team is being uptight about any compromise in 

security these days.

RISK PLANNING – SECURITY ARCHITECTURE

Good security architecture encompasses several areas that include 

physical, host, data, application, network and perimeter. Physical se-

curity basically means assets are properly stored and the access is 
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restricted using proper securing technology such as the primitive key-

and-lock combination or state-of-art biometric system. Host security 

means the system hosting your valuable data has to be ‘hardened’ 

through patching of operating system vulnerabilities, keeping history of 

all connection requests and system changes, and shutting down of un-

necessary services. If a system is configured as a web server, it should 

not have other default built-in services, such as FTP** service, running 

simultaneously. Host security also applies to the client (your) computer 

as well. Antivirus software and personal firewalls are effective tools to 

harden your computer against virus and intrusion attacks. 

As for data security, it will involve cryptography, access control and 

back up routines. Data encryption and access control can prevent 

readable data from being collected through illegitimate means (e.g. 

packet sniffing or man-in-the-middle attacks), and routine back up of 

data will be vital in business recovery and minimizing data loss. How-

ever, the repercussion of using cryptography is that data encryption 

requires a portion of the computer processing power or network band-

width. So, understanding existing hardware configurations is important 

before implementing any data security solution.

In application security, good programming practices, reliable software 

and conscious usage of application are necessities. Most of the at-

tacks on a system occur at the application layer. Application security 

is able to provide the first level of defense because you directly use 

applications such as Internet explorer and email reader all the time. 

Besides the often heard of “patch, patch and patch your applications”, 

a smart and responsible user should not open any email from a dubi-

ous source, with innocent looking subject title and enticing attachment 
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(e.g. dontclickme.exe). Besides that, look through all the options and 

features of the software which you have downloaded free from the In-

ternet. Leaving them as default is dangerous because some of these 

software (such as Kazaa) allow others to connect to your computer 

without needing your permission. 

Last but not least, network and perimeter security involves dedicated 

hardware that perform specific security functions, such as firewalls, 

VPN# devices, intrusion detection appliances, etc. These hardware 

have the capability to encrypt both data and network information, or 

provide the necessary access control to all data traveling in and out 

of the networks. In most corporate environments, these devices are 

administered by a team of system engineers, whereas the users have 

control over the physical, host, data and application security of their 

own computers. In reality, most of the best defenses available on the 

market start at the application layer and, sad to say, perimeter defense 

does not guard against attacks that originate within the company. Dis-

gruntled employees and naive users are as deadly as virus outbreak 

or intrusion attempts from the outside world. Therefore, it makes more 

sense to strengthen defense at the application layer. In other words, 

users have the biggest share of responsibility to ensure risks are mini-

mized in any computing environment, and it is not the sole responsibil-

ity of the system engineers, IT security team or service providers as 

commonly believed.

RISK PLANNING – BCP

Business continuity plan (BCP) forms a vital part of the risk manage-

ment strategy because not all disruption or outbreak can be prevent-

ed. In an event of an IT disaster, a good BCP can minimize business 
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disruption by using alternatives or backup procedures. In brief, the 

methodology of good BCP includes discovery, assessment, mitiga-

tion, preparation, testing, response and recovery. Sound familiar? As 

with Risk Management, BCP is a huge topic which cannot be covered 

within a paragraph or a few pages of a newsletter. Fortunately, there 

are readily available resources and workshops on how to produce an 

effective BCP.

RISK MITIGATION AND TRACKING

The next two phases of risk management are Mitigation and Tracking. 

Mitigation phase involves executing the strategies to combat and al-

leviate risks. If the strategies do not work, you need to formulate and 

implement new ones, verify their results and repeat this process un-

til the risks are mitigated. In the tracking phase, you must constantly 

monitor any change or re-surfacing of risks even if the threats are suc-

cessfully mitigated. After all, there is truth in this saying, “Security is a 

journey, not a destination”. 

It is a known fact that finding, solving and monitoring a security prob-

lem is no easy task and can be very time consuming. Actually, this 

process can be made easier if the IT staff can rectify problems from 

a centralized management console across a distributed environment 

and get notified immediately when any abnormality occurs. In the IT 

market, solution providers are gearing towards this direction because 

of the immense benefits of centralized management. Take WildPacket, 

Inc. (www.wildpacket.com) for example; they are engaging a similar 

model of data collection for analysis purpose through their product, 

Omni3. Now, engineers do not need to move around the campus in 

order to collate data for problem analysis. Engineers can easily plant 
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application agents or hardware probes in various systems or locations. 

With a click of button, (voila!) all the necessary information will collate 

into one central module that does all the control, analysis, interpreta-

tion and reporting.

 

REPEAT IT

The current IT world is no longer the same as the one in the last century 

or last year. So, being safe now doesn’t mean you are safe tomorrow. 

Risk management plainly means a continuous and constant effort of 

coping with risks that occur externally or internally within an organiza-

tion. Most importantly, we have to take proactive stance on IT security 

to make sure that we are safe from the risks now and in the future. On 

top of it, all organizations should consider equipping the right people 

with the necessary resources, ample training and superior tools as a 

crucial criterion in the cyber warfare against IT threats and risks.

In summary, security and convenience sit on both ends of a see-saw. 

Therefore, relentless pursuit of one factor can upset the balance and 

cause unnecessary disturbance to our daily operations. To seek a 

proper balance between these two factors in our current computing 

environment is a difficult decision for the IT administrators to make. 

Thus, it makes the ideology of Safe Computing a bitter pill to swallow 

for both the IT users and administrators. Nevertheless, at the end of 

the day, it is up to us to decide which is a less bitter pill to swallow, IT 

Security or IT Calamity?

*TCP (Transmission Control Protocol) is a set of protocols used to send data packets between 
computers over a network reliably.
**FTP (File Transfer Protocol) is a protocol to exchange files between computers through the 
Internet.
#VPN (Virtual Private Network) device allows a user to reach his/her corporate internal net-
work securely through public network such as Internet.
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How To Report Low Wireless Coverage

Computer Services Centre encourages all users of Wireless @ NIE 

to report any poor wireless coverage in NIE Yunnan Garden Campus 

and Townsville campuses.  You can visit Wireless Support Website 

(http://wireless.nie.edu.sg) and fill in the Feedback Form.  Though we 

can’t guarantee immediate fix for every area, your valuable feedback 

will help us to plan and extend the wireless coverage accurately.

Computer Services Centre
National Institute of Education 
1 Nanyang Walk
Singapore 637616
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fully owned by National Institute of Education (NIE).  Any reproduction or reprint of UNWIRED, 
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