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Foreword 

An Intelligent Campus

Besides intelligent human resources, most environments need intel-

ligent hardware as the basic foundation for many hi-tech and unimagi-

nable inventions to simplify and speed up our day-to-day operations.  

IP (Internet Protocol) networks, be it cabled or wireless, form the 

necessary fabric for connecting people to people, rather than just join-

ing intelligent hardware together.  Undoubtedly, our organization relies 

heavily on our I.T. infrastructure to be more productive, effi cient and 

competitive.

With RFID (Radio Frequency Identifi cation) paving the way, we can 

inject intelligence into common things such as chairs, doors, plates 

and containers.  Isn’t it nice to have your offi ce chair greets you every 

morning when you sit on it?  Probably, the next thing you will do is to 

unplug your chair!  Humour aside, RFID really does wonders in many 

areas, especially in the logistics and service domains, and probably 

that is the reason why bar-codes are going to be obsolete soon.  Dur-

ing my last trip to Tokyo in a small Sushi shop, I had the opportunity to 

see RFID in action when the waitress printed out the bill at our table, 

in a matter of seconds, without counting that big stack of empty Sushi 

plates.  No, NIE does not sell any Japanese cuisine but RFID defi nite-

ly has its role here if we want a campus with intelligence.



In our campus, wireless network has provided the mobility option for 

our users.  We are no longer bound to our desk or classroom for our 

daily dose of activities.  We can retrieve information easily, anytime and 

anywhere as long as we have 2 important devices: mobile phone and 

wireless notebook.  If a mobile phone has the functionality of a wireless 

notebook, isn’t it wonderful to have only one thing that does everything?  

Now, third generation (3G) mobile phones have the capability to offer 

some of these functions and our article ‘3G vs 11G’ will give you some 

insights on these 2 technologies.

As the saying goes, “Power without control is nothing”.  Similarly, to ev-

ery I.T. enabled organization, information technology without security is 

worthless.  Frankly, it doesn’t take a computer guru to expose our valu-

able I.T. resources to hackers and cyber hyenas.  Careless and improper 

implementation of IP network is the usual reason that leads to loss of 

important resources and, ultimately, embarrassment to the organization.  

Although there are adequate tools within a simple IP hardware such as a 

wireless router, most users don’t understand anything about the built-in 

features (e.g. WEP and WPA), and even worse, they leave the hardware 

unprotected using default settings.  Take a further peek into this newslet-

ter and we will show you what these 2 acronyms stand for.  After which, 

you may want to double check that little blinking thing with antennas 

again.



There is one thing I need to clarify.  Having an intelligent campus doesn’t 

mean our staff need to work out of offi ce or have their chairs greet them 

every morning.  Being part of an intelligent campus simply means we 

can carry out our lessons and responsibilities faster and effi ciently.  To 

become an Institute of Distinction, we need an edge over our global 

competitors in terms of better content and product delivery; therefore, I 

believe an intelligent campus is able to bring us nearer to this ultimate 

goal with nominal effort.

Jeffrey Hong

Computer Services Centre
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ARTICLE

Hotspots@NIE
By Jeffrey Hong, Computer Services Centre

Wireless@NIE was launched on 18 July 2003 in National Institute 
of Education and we had the privilege of having Minister of Educa-
tion, Mr Tharman Shanmugaratnam, as our Guest of Honour.  At that 
time, this free wireless service was solely meant for NIE staff, trainee 
teachers, NTU staff and students.  This arrangement seemed to work 
fi ne for some time until we had visitors and guests started asking 
for wireless services.  Initially, we had some concerns when a group 
of external users wanted the same service as our own users.  After 
some careful considerations, our solution to this little tricky situation is 
to create Hotspots@NIE.

Hotspots@NIE is basically another wireless network that is of-
fered to only invited-guests and visitors of NIE.  Most importantly, 
Hotspots@NIE does not connect to our campus network, and thus, 
we are assured that these external users cannot reach our intranet 
resources.  As it is designed to maximize convenience for our guests, 
it does not need any software client to get the wireless connection.  
However, we need our guests to register for an account with our Ser-
vices Hub located at computer laboratory of Block 4, level 4.  Pres-
ently, the designated wireless hotspots in NIE can only be found in 
Block 1 Conference Room (level 1) and the whole of Block 4 (Library 
and Canteen).

Perhaps, I would like to mention that all these wireless access points 
that are distributed across the campus are linked together via a wire-
less backbone, instead of the usual optic fi bers and network switches 
setup.  From third quarter of year 2005 onwards, this wireless back-
bone will be upgraded from a puny 11 Megabits per second (Mbps) to 
a bigger bandwidth of 32 Mbps.  Such upgrade is essential as Com-
puter Services Centre is expanding the hotspots coverage to include 
all lecture theaters in this Yunnan Garden Campus.  Thus, our guests 
can enjoy this free wireless service from more locations conveniently.  
For more information on Hotspots@NIE, you can visit our website at 
http://hotspots.nie.edu.sg.
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TECHNOLOGY

RFID
By David Ong, Converscient Pte Ltd

RFID stands for Radio Frequency Identifi cation.  It is a technology 
that enables non-contact transmission of data.  The basic technical 
idea behind it is relatively simple.  The setup consists of a number of 
RFID tags and a reader device.  Each RFID tag is made up of a small 
IC (integrated circuit) fi tted with an antenna and has a small amount 
of memory for storing data.  The data stored is generally a global 
identifi cation number which is valid worldwide.  This data is accessed 
by means of a RFID reader using RF (radio frequency) technology.  
An example of a RFID tag is shown below:

The RFID tags have become so small and economical that they can 
be attached to almost anything.  RFID is targeted to replace the tradi-
tional barcode technology.  Barcodes must be manually scanned, with 
the barcode scanner aimed directly at the barcode.  RFID tags, how-
ever, are automatically scanned (directionless) and read once they 
are in the proximity of a RFID reader.  There are passive RFID tags 
that are activated when radio waves from the reader reach the tag’s 
antenna.  There are also the more expensive active RFID tags which 
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incorporate a power supply (e.g. battery) that constantly broadcast 
the tag’s contents.

RFID technology is already in use today, mainly for identifi cation and 
tracking purposes.  In the consumer goods sector, Wal-Mart is an 
established leader and proponent of RFID.  Its inventory process is 
RFID-enabled and more than 100 suppliers comply with it.  Products 
such as sauces, toilet paper and vegetables come into Wal-Mart on 
RFID-tagged cases, pallets and crates.  Using RFID technology pro-
vides quicker, timely information on inventory, which speeds up store 
stocking.

Schools in the USA and Japan have also separately found innovative 
uses of RFID technology.  The Spring Independent School District 
in Spring, Texas (located north of Houston) is using RFID badges to 
monitor the movements of 28,000 school children.  The schools track 
the students’ arrival and departure, when they board and alight the 
bus.  Such tracking can help prevent the loss of a child through kid-
napping as the information is fed automatically by wireless phone to 
the police and school administrators.

A school in the Wakayama prefecture in Japan has also introduced 
RFID tags to be put onto students’ schoolbags, name tags or clothing 
to track their movements.  The system speeds up class attendance 
taking as the students are automatically marked as present when 
they walk into the classrooms.  The school has also gone a step fur-
ther by teaming up with Japan’s telecommunications ministry to equip 
“dangerous” parts of town with RFID readers.  If students should 
wonder into these undesirable locations, the school and parents will 
be notifi ed by the system.

Use of RFID technology on students has sparked off concerns and 
debates on privacy, health and civil liberties.  Students and parents 
have objected to the system infringing on personal privacy rights.  
Questions have also arisen regarding the safety of the potentially 
radioactive materials used in the RFID tags and readers.  Parents are 
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concerned that the system will send the message to the children that 
they cannot trust anyone, that they are always going to be monitored 
and watched over.

Locally, Singapore has used RFID to good effect in less controversial 
area.  The Land Transport Authority (LTA) has used RFID in the Elec-
tronic Road Pricing (ERP) system in city areas and on expressways 
since 1998.  The National Library Board has deployed RFID in library 
environment to automate the borrowing and returning of library books.  
The system also cuts the time required to sort and put the books back 
onto the shelves. NTUC FairPrice, Singapore’s largest supermarket, 
has deployed RFID in their distribution centre for product tracking.

One year ago, the IDA announced that it will invest S$10 million to 
develop Singapore into a RFID Hub in Asia.  The budget will be used 
for building technology (research and training) and infrastructure to 
support the vision.  The authorities are hailing commercial companies 
to answer the call by manufacturing RFID tags and readers, develop-
ing the software and handling the system integration.
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SECURITY

Wireless Security in WPA & WPA2 / 802.11i
By Cordelia Chee, Computer Services Centre

While wireless networks have seen widespread adoption in the home 
user market, the inadequacy of the Wired Equivalent Privacy (WEP) 
protocol has delayed widespread adoption of WLANs in many corpo-
rations.  WEP is the encryption algorithm built into the 802.11 Wi-Fi  
standard.  It uses the RC4 stream cipher with 40 or 104 bit keys and 
a 24 bit initialization vector.  WEP was found to be easy to crack by 
those with the right tools and enough patience and so hard to imple-
ment that most people don’t bother turning on the security at all.  So 
even though many network administrators and end users understand 
the productivity benefi ts of cutting the Ethernet cord, most worry 
about the risk of doing so.

To help address this gap, the Institute of Electrical and Electronics 
Engineers (IEEE) 802.11 Working Group instituted Task Group i to 
produce a security upgrade for the 802.11 standard.  802.11i is build-
ing the standard around 802.1X port-based authentication for user 
and device authentication.  The 802.11i introduces two new protocols; 

1. Robust Security Network (RSN), and 
2. Counter Mode with Cipher Block Chaining Message Authentica-

tion Code Protocol (CCMP).

Before looking into these new protocols, let’s look at the interim 
solutions implemented by many vendors to meet present consumer 
demands.

Wi-Fi Protected Access (WPA) was released as a pre-version of the 
802.11i security standard and was designed to address WEP’s vul-
nerabilities.  Enabling WPA on a WEP-compatible device requires no 
more than a software or fi rmware upgrade.  This subset of the 802.11i 
standards has been adopted by many vendors to address security is-
sues in legacy wireless devices.
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Security enhancements in WPA includes 
• A robust authentication standard which is generally missing in 

WEP.  WPA in enterprise mode requires authentication using 
802.11X Extensible Authentication Protocol (EAP) to a RADIUS  
server.  EAP also uses a more secure public-key encryption sys-
tem to ensure that only authorised network users can access the 
network. 

• While WEP is known for its weak data encryption keys,  Temporal 
Key Integrity Protocol (TKIP), a protocol used in WPA compen-
sates with improves data encryption by changing the way keys 
are derived and rotates keys for more security.

• TKIP also adds a message-integrity-check (MIC) function to pre-
vent packet forgeries. 

• A frame counter is also implemented in WPA to discourage replay 
attacks.

In September 2004, the Wi-Fi Alliance  announced the availability 
of the fi rst set of products that have been Wi-Fi certifi ed for WPA2.  
WPA2 also utilizes the 802.1X and Extensible Authentication Protocol 
(EAP) for authentication.  The difference between WPA and WPA2 
is that the WPA2 offers a stronger encryption mechanism through 
Advanced Encryption Standard (AES) while WPA uses RC4.  Imple-
menting WPA2 may require hardware changes to support computa-
tionally intensive nature of AES encryption.

While WPA will improve security of legacy devices to an acceptable 
level, Robust Secure Networks (RSN) is the future of over-the-air se-
curity for 802.11.  The IEEE has taken the “best-of-breed” authentica-
tion, encryption, and authorization standards and has combined them 
to create what are to be called Robust Secure Networks (RSN).  RSN 
uses dynamic negotiation of authentication and encryption algorithms 
between access points and mobile devices.  The authentication 
schemes proposed in the draft standard are based on 802.1X and 
Extensible Authentication Protocol (EAP).  RSNs use the AES-CCMP 
method of encryption due to its cipher strength. 
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Counter Mode with Cipher Block Chaining Message Authentication 
Code Protocol (CCMP) is a data-confi dentiality protocol that handles 
packet authentication as well as encryption.  CCMP is based upon 
the CCM Mode of the AES encryption algorithm.  In IEEE 802.11i, 
CCMP uses a 128-bit key, with a 48-bit initialization vector for replay 
detection.  The Counter Mode (CM) component of CCMP is the al-
gorithm providing data privacy while the Cipher Block Message Au-
thentication Code (CBC-MAC) component provides data integrity and 
authentication.  CCMP is mandatory for anyone implementing RSN.
RSN is signifi cantly stronger than WEP and WPA.  The downside 
of RSN is that it will run very poorly on legacy devices.  The AES 
encryption algorithm will require new hardware for many existing 
WLANs.
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LIFE STYLE

3G vs WiFi
By David Ong, Converscient Pte Ltd

3G and WiFi are two important telecommunications technologies.  3G 
(third generation mobile) is a technology for mobile phone providers.  
Mobile phone providers own and operate their own wireless networks, 
selling voice telephony as the main service.  These providers used 
licensed spectrum to provide wireless telephone coverage over a 
large geographical area.  While data services are also available over 
telephone networks, these were limited to low data rates prior to the 
advent of 3G.

WiFi is a common name for the 802.11x family of Ethernet standards 
for wireless local area network (WLAN).  WiFi’s are normally imple-
mented as part of a private local area network typically owned by 
the end-users as part of the corporate enterprise, education campus 
or government network, operating on the unlicensed spectrum of 
2.4GHz band.  In the last two years, a number of service providers 
are also offering WiFi services for a fee in selected areas like the 
Changi Airport, Starbucks, convention centres (e.g. Suntec City) and 
hotels.  Similarly, NIE operates its own WiFi network Wireless@NIE.  
WiFi generally supports data services, but with recent advancements 
in voice over IP (VoIP) technology, WiFi now also supports voice tele-
phony service over WLANs.

The industry is seeing a convergence between 3G and WiFi.  This 
convergence opens the potential for service providers to offer the 
benefi ts of interactive multimedia services with the fl exibility and 
mobility of wireless technologies.  The end-user does not care what 
technology is used to support his data/voice services.  What matters 
is that the end-user gets his work done.  Both 3G and WiFi are last-
mile wireless, broadband access technologies for providing wireless 
access to the Internet and telecommunication services.
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Mobile phone providers and manufacturers are moving onto the 3G 
and WiFi bandwagon.  Major handset vendors are announcing WiFi 
enabled mobile phones while service providers are readying service 
plans for the customers.  A sampling of the devices from Nokia, Mo-
torola and HP are listed below.

Nokia Motorola HP
Device 9500

Communicator
MPx iPAQ 6315

Operating 
System

Symbian 7.0 Windows Mobile 
2003

Windows Mobile 
2003

Display 640 x 200 pixels, 
16-bit color

240 x 320 pixels, 
16-bit color

240 x 320 pixels, 
16-bit color

RAM 80 MB
MMC expansion

32 MB
SD expansion

64 MB
SD/MMC expan-
sion

Connectiv-
ity

WiFi, GPRS, 
EGPRS, Tri-
band, Bluetooth

WiFi, GPRS, 
IrDA, Tri-band, 
Bluetooth

WiFi, GPRS, 
IrDA, Tri-band, 
Bluetooth

Mobile service providers are moving ahead to integrate 3G and WiFi 
mobile services with the goal of creating a single multi-speed, multi-
media network.  The technological challenge is to ensure smooth 
call handovers between the 3G and WiFi networks, as they are fun-
damentally different under the hood.  Only when this is resolved can 
total seamlessness be achieved between the two networks.
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The ability of dual mode 3G-WiFi mobile phones to route calls 
through either the 3G or WiFi networks could save subscribers money 
as the mobile phone could route calls through the nearest available 
wireless LAN, avoiding expensive cellular tariffs.  IP calls could also 
be made over the Internet through 3G connections if WiFi is out of 
range.  However, mobile service providers do not have to worry about 
losing revenues because the improved indoor coverage due to WiFi 
will earn them more subscribers.

Industry analysts generally agree that the expenditure for building 3G 
and WiFi infrastructure will see tremendous growth in the next few 
years.  It will be interesting to witness the impact that these technolo-
gies will have on the global telecommunication market.



11

How To Report Low Wireless Coverage

Computer Services Centre encourages all users of Wireless @ NIE 

to report any poor wireless coverage in NIE Yunnan Garden Campus 

and Townsville campuses.  You can visit Wireless Support Website 

(http://wireless.nie.edu.sg) and fi ll in the Feedback Form.  Though we 

can’t guarantee immediate fi x for every area, your valuable feedback 

will help us to plan and extend the wireless coverage accurately.

Computer Services Centre
National Institute of Education 
1 Nanyang Walk
Singapore 637616

UNWIRED is free and is published half yearly.  It is available on NIE Wireless Support Website 
(http://wireless.nie.edu.sg).  All rights are reserved.  All content and design of UNWIRED is 
fully owned by National Institute of Education (NIE).  Any reproduction or reprint of UNWIRED, 
or any portion of it, shall require written permission from NIE.


