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Foreword 

Joyeux Anniversaire! 
(Happy Birthday in French)

Hello and welcome to our 7th issue of Unwired Newsletter!

Do you know that our Wireless@NIE is three years old in July 2006? 

Let us look back the development of Wireless@NIE since it was 

launched three year ago.

On 18 July 2003, NIE officially launched the campus-wide wireless 

network, Wireless@NIE, with much excitement.  With this new wire-

less network, staff and trainee teachers are able to stay connected 

with bandwidth of up to of 54 Mbps via more than 300 dual-band 

access points (AP) that are capable of supporting IEEE 802.11a/b at 

the same time. They can access e-learning and enterprise broadband 

applications from their notebooks and PDAs, surf the Internet or com-

municate with one another via emails, forums, chat rooms, and instant 

messaging securely, anywhere on the campus.  

At the same time, the wireless support website 

http://wireless.nie.edu.sg was set up to assist staff and trainee teach-

ers to start using Wireless@NIE and to provide them with updates of 

the development of Wireless@NIE.  

The first edition of the bi-yearly Unwired Newsletter was published 

in July 2003, aimed to provide staff and trainee teachers with more 

information on wireless technology and how they could use it to their 

benefit.



After the launch of Wireless@NIE, the major challenge for the Network 

Team of Computer Services Centre is to ensure that NIE keeps pace 

with the ever-growing wireless networking technology. The Team has 

put in place plans to improve the capacity, coverage and security of 

Wireless@NIE.  Since July 2003, the following major improvements 

had been implemented; 

October 2003

We have improved the wireless security by upgrading all APs to support 

multiple vlan assignment according to SSID (MSSID) and, a new secu-

rity standard, called Wi-Fi Protected Access (WPA).

February 2004

We have improved the bandwidth and wireless coverage by upgrading 

Wireless@NIE to support IEEE 802.11g that allows bigger bandwidth of 

54 Mbps on the same 2.4 GHz radio frequency as IEEE 802.11b.

May 2004

CSC launched a new e-service to enable the students and staff to re-

new the loan of wireless card via Student and Staff Portals.

June 2004

CSC launched the Education Wireless Integrated Network (EDUWIN) 

which is an independent wireless network solely for our invited guests, 

staff and students from other Institute of Higher Learnings (IHLs) in 

Singapore.  More details information can be found at Unwired Newslet-

ter July 2004 issue.



October 2005

We renamed the EDUWIN wireless network to Hotspots@NIE and 

extended the wireless coverage from Block 4 to every lecture theaters 

and most tutorial rooms.

May 2006

CSC upgraded Wireless@NIE to support IEEE 802.1X Protected Ex-

tensible Authentication Protocol (PEAP) on top of the existing EAP-

TTLS protocol.  You may find more information from the article “PEAP 

for Wireless@NIE” in this newsletter.

Moving forward, we will continue to explore the emerging wireless tech-

nologies and security solutions to further enhance our Wireless@NIE. 

Security in our I.T. infrastructure and application design will be our main 

focus in this coming year. Undoubtedly, wireless networking is a great 

invention, but it comes with some security concerns as well. No one 

can anticipate when your computer will be infected by the virus, and 

when a hacker will attack your computer and our network. We need to 

be proactive, rather than reactive, in our approach to good I.T. security.  

Therefore, we hope to increase the awareness of the importance of 

computer, application and network security in NIE.  

There are a lot of things we as user can do to make the NIE’s network 

as secure as possible, without the threat of an unauthorized user ac-

cessing our confidential data and information systems, and without the 

risk on a virus-infected computer infiltrating the campus network.  We, 



as a user, play an important role in protecting our own computer. We 

must always ensure that our computers are running NIE-approved or 

commercially-proven anti-virus software with the latest virus updates, 

and our computer should also have the latest operating system patches 

and security patches installed. On top of that, we need to constantly 

review the user accounts created in our computer and their access per-

missions because this will help us to detect anomalies in our computer 

on time and to plan the best course of action if hacking really occurs.  

In this connection, I would like to draw your attention to this article “I.T. 

Security: My Computer Got Hacked. What’s Next?” which provides you 

with guideline on things you can do other than panic.

Last but not least, I sincerely hope this issue of Unwired newsletter pro-

vides you with the information that you will find useful.

Mrs Koh-Goh Huey Cheng

Head / Computer Services Centre
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Featured Article

My Computer Got Hacked.  What’s Next?
By Jeffrey Hong, Computer Services Centre

Panic?

No, that shouldn’t be in your action list at all.  In fact, the first 5 min-
utes after discovery is the most crucial period to gather sufficient 
evidence to (hopefully) pinpoint the culprit.  If your intention is to 
recover your computer or server in shortest possible time instead of 
tracing the culprit, probably the best course of action is to cut off the 
connection immediately.  However, you need to consider the impact 
of disconnecting your operational server.  Probably, the ulterior motive 
of these hacking attempts is to bring down your server which, in either 
case, the hacker still wins.

Nevertheless, it is essential to know how to handle such incident and 
quickly recover your computer.  As a guide, you can use this 6 phases 
of incident handling:

1) Prepare

Always prepare yourself to detect anomalies in your computer and 
plan the best course of action if hacking really occurs.  If you are 
working in an organization, always understand how your organiza-
tion’s IRP (incident response plan) works and know the various chan-
nels to address the incident.
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2) Detect

The skill of detecting anomalies in your computer cannot be fully 
taught.  Besides basic understanding of your computer operating 
systems and your regular applications, it requires sharp observation 
to detect subtle irregularities in your computer.  Not to mention, that 
also depends on the skill of the intruder of avoiding detection from his 
target.  Careless or novice hackers always leave tracks or signs of 
obvious intrusion.

3) Gather evidences

Use whatever tools are offered by your operating systems or toolkit 
to gather relevant information on the hack attempt.  Some tools are 
covered later of this article.  If forensic investigation is called for, you 
should not proceed beyond this phase.  Probably you may want to 
disconnect your computer from network after you have gathered the 
information.  This way, we can stop the hacker from doing more harm 
to your computer and, at the same time, we can stop him from clear-
ing his tracks in your computer.

4) Clean

Next, clean up your computer by using proven virus cleaning software 
with latest virus definitions and patch up all vulnerabilities of your 
operating system and other applications (e.g. MS Office, Adobe Pho-
toshop, etc).  In addition, you have to perform scan on your computer 
for spyware because these programs are capable of monitoring and 
report your action to a designated server.  Last but not least, make 
sure you have software firewall turned on in your computer.  It should 
be effective to block both unauthorized incoming and outgoing traffic 
from your PC.

However, to ensure your computer is totally clean, we do have an 
alternative view that doesn’t really sound favourable: reformat your 
computer.  Well, you do have a choice to make, though it is a difficult 
one.
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5) Recover

If you always back up the important data regularly and diligently, you 
definitely can recover your computer in no time. Otherwise, you have 
to start planning for one now.

6) Learn

Take lesson from the incident and apply your knowledge to secure 
your computer for any attacks in future.  If possible, refine the orga-
nization’s IRP through effective feedback as most IRP are drafted 
based on 3rd hand knowledge, which is not as detailed as your 1st 
hand encounter of such incident.

Honestly, by the time you suspect any intrusion on your computer, 
you have already passed the first 2 phases.  Therefore, try to make 
full use of the first 5 minutes to gather as much information as pos-
sible.  If you are using the latest Microsoft operating systems, the 
following tools may prove useful for tracing the culprit:

Netstat
Through ‘netstat’, you can find all the connections to all IP addresses 
and open ports from known and unknown services.  You may find all 
the command options available by typing ‘netstat /?’ at the command 
line.  Most cases, you will only need to enter ‘netstat –an’ to find out 
all the connection status and information on your computer.  To cap-
ture these information into a file, you may use this command “netstat 
–an >c:\netstat_result.txt”

Tracert
‘Tracert’ is a trace route command that reveals the path taken to 
reach a destination IP address.  If you suspect an IP address is con-
necting to a dubious port of your machine, you should try to capture 
this information by using the command “tracert xxx.xxx.xxx.xxx >c:\
trace_result.txt” where xxx.xxx.xxx.xxx is the destination’s IP address 
(e.g. 192.168.1.10).
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Nbtstat
‘Nbtstat’ is a command that displays protocol statistics and current 
TCP/IP connections using Netbios.  In layman’s term, you can use it 
to find out the computer name and physical address of the destination 
machine by using his IP address.  Usually it can only be used within 
your own local area network (LAN).  Enter the command “nbtstat –a 
xxx.xxx.xxx.xxx >c:\nbt_result.txt” to capture information on the desti-
nation machine.

Note: If the hacker is expert in covering his tracks, the mentioned 
tools may not be beneficial at all.  However, it is still useful against 
most novice hackers and script-kiddies. 

Next, you need to verify the privileges and permission rights of all 
the user accounts and services.  Ensure there are no additional user 
accounts you are unsure of.  In addition, you have to go through the 
permission rights of every user and service account, probably be-
cause intruder has given administrative rights to one of them.  Be-
sides checking the accounts, you can utilize Windows’ Task Manager 
to reveal all running applications and processes in your computer.  
Although hacking tools may not show up as a running application, 
you may track it in the list of running processes.  Often these dubi-
ous processes may be named to look like a normal system process; 
therefore, it takes some effort and instinct to pinpoint the evil one.

However, if your priority is to stop further leakage of critical informa-
tion, the first thing to do is to unplug that network cable.  If forensic 
investigation is required, do not attempt to move any file or change 
permission rights of any account or even turn off / reboot the com-
puter.  Try not to tamper the evidence (your computer) and leave the 
investigation to the experts. 

If you are part of an organization, always communicate with the rel-
evant I.T. department and your upper management on this incident.  
It is important for your management to understand the impact of the 
incident and they should decide the next course of action.  However, 
it is advisable that you should not communicate with your users or 
peers because the security breach may be due to leak of important 
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credentials from them.

No one can anticipate when a hacker will attack and how he can 
intrude into that precious garden containing your personal and con-
fidential data.  What you can do now is to be mentally and digitally 
prepared for such attack and know how to handle the incident or react 
rationally.  Make sure you know your objective for your course of ac-
tion and interact with your management and I.T. department promptly 
if the required action may cause disruption to the business.  Last but 
not least, the ability to recover swiftly depends on how diligent you 
and your organization are when it comes to data back-up operation 
and capability.  To conclude, there is one thing you should be mindful 
of, no one can guarantee the safety of your data except yourself.
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Technology

PEAP for Wireless@NIE
By Jeffrey Hong, Computer Services Centre

PEAP stands for Protected Extensible Authentication Protocol.  We 
all know it is another technical jargon that is related to our campus 
wireless but we are not sure how it can help us in our daily work and 
school stuff.  Let us paint a simple picture here...  Imagine you no lon-
ger need any client software to hook up to our Wireless@NIE.  Prob-
ably, the only thing that comes into your mind is, “That’s wonderful!”.

PEAP is another flavour of the renowned wireless authentication 
framework, IEEE 802.1X.  Presently, we are using EAP-TTLS flavour 
of the same framework and it requires client software, called Odys-
sey Client, to be installed in your computer before you are allowed to 
access Wireless@NIE.  It is required because our common operating 
systems, such as Microsoft Windows XP and older Macintosh OSes, 
do not support it.  Ever since Microsoft openly declared their support 
on the use of IEEE 802.1X, they had this security framework built 
in as part of their operating systems.  Then again, not all flavours of 
802.1X are included probably due to technical, legal or even busi-
ness issues.  In short, Microsoft Windows XP with Service Pack 2 and 
MAC OS X version 10.3 (and above) support IEEE 802.1X – PEAP. 
See below for a screen shot of all the EAP types supported, not many 
though.

Although Wireless@NIE now supports 802.1X – PEAP, the current 
EAP-TTLS is still being used and supported as many users have 
already accustomed to it.  You may approach our ACIS helpdesk at 
Services Hub (Library 4th level computer laboratory) for installation 
and configuration.  However, do note that there are a few disadvan-
tages of using the built-in PEAP module:
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• Microsoft Windows XP tends to cache the user credentials after the 
user has authenticated for his / her wireless access through EAP-
PEAP.  Once the first user logon to the computer, subsequent users 
no longer need to provide their own credentials as Windows remem-
bered the credentials of the first user and use it for subsequent con-
nections.  This happens even though the computer is being rebooted.  
Thus, it makes EAP-PEAP unsuitable for rolling out to public or 
shared computers.

• The PEAP module from the operating systems contains bare mini-
mum features.  For example, the operating system will not show the 
name of wireless access point they are connected, and usually this 
feature is useful when it comes to troubleshooting because the ad-
ministrator needs to know which problematic access point.
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In conclusion, you should choose the flavour that suits your needs 
and requirements, and the helpdesk staff will be pleased to accom-
modate accordingly.  If the laptop is your own property and is not 
shared with anyone else, you may request to have the PEAP configu-
ration.  However, if the laptop belongs to someone else or an orga-
nization, it is advisable to have Odyssey Client installed instead, and 
you must always remember to uninstall it when the laptop is returned.
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News

Singapore’s WiFi CFC

The Infocomm Development Authority (IDA) has launched a Call-For-
Collaboration (CFC) for a next generation Wireless broadband net-
work.  This follows Dr Lee Boon Yang, Minister for Information Com-
munications and the Arts, parliamentary announcement to deploy a 
Next Generation National Infocomm Infrastructure (Next Gen NII) for 
Singapore.

The Next Gen NII comprises the Wireless broadband network and the 
wired Next Generation National Broadband Network.  It will provide 
pervasive WiFi access within key catchment areas by second half 
of 2006, be able to reach ultra-high speeds starting at 100 Mpbs by 
2008, and to bring speeds of up to 1 Gbps to 85 percent of Singa-
pore’s households by 2015.

Minister Lee Boon Yang said in his speech to Parliament that the net-
work would “sharpen our business efficiency and spark off many new 
opportunities for entrepreneurs.”  The network would be open access 
and carrier neutral to allow all ISPs equal opportunity to carry their 
WiFi broadband services.

The IDA officially invites IT operators, service providers and other 
interested parties to submit their proposals for the design and deploy-
ment of WiFi broadband coverage in Singapore.  The objectives are:
• To accelerate the deployment of WiFi broadband by providing ubiq-
uitous coverage in locations such that WiFi users can conveniently 
access WiFi broadband services out of their homes, offices and 
schools using data-centric infocomm devices.
• To increase the number of WiFi broadband users so as to catalyse 
and drive the demand for WiFi broadband services.

The CFC is expected to be award in June with commercial services 
rollout slated from August onwards.
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Short Takes

Singapore’s First WiFi Park
By David Ong, Converscient Pte Ltd

3Com has teamed up with iCELL Network to build Singapore’s first 
WiFi network outdoor park One-North Park located at North Buona 
Vista Road.  The park uses 3Com’s WiFi technology to provide se-
cure Internet access with seamless roaming.

This is part of the Singapore government’s one-north initiative and it 
reflects our country’s commitment to be a centre for wireless excel-

lence in the region.  The WiFi park marks a significant break-
through in realising a Digital Singapore with WiFi hotspots at 
every street corner.  It also reinforces the objective of one-
north project, which is to become a high-tech hub where tal-
ents gravitate and where rich and diverse ideas blossom.  To 
achieve this, the One-North Park is the latest addition to the 
one-north conglomerate of high-tech research and business 
facilities, residential and commercial units, tertiary education-
al institutes and sports facilities.

The One-North Park comes with a good number of physical 
challenges.  The network’s design has to cater to the sizeable 
distance between the park’s hotspots, the difficulty of run-
ning AC power cables with proper housing points across the 
park, and the requirement for continuous 24x7 operation of 
the WiFi network.  The network also has to be scalable and 
robust to withstand the physical outdoor conditions as well as 
being easy to deploy and manage.

3Com and iCELL designed the network with mesh nodes installed on 
the public lamp posts.  Each node covers an area of 200m radius and 
taps electric power from the lamp posts.  Where appropriate, the WiFi 
access points also draw their power over the Ethernet cables.  This 
design allows 3Com and iCELL to address and circumvent the chal-
lenges above.
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Lifestyle

Free Surfing : An Offense?
By David Ong, Converscient Pte Ltd

In the last three years, WiFi networks (or wireless networks) have 
proliferated all over Singapore, in residential and business districts.  
The prices of the wireless routers, which used to be very steep at 
their introduction, have fallen greatly such that WiFi routers can now 
be purchased for less than $100.  These devices are easy to set up 
and allow users to connect to the Internet without cables, using their 
laptops built-in wireless capabilities.  The typical WiFi router provides 
a wireless signal coverage of around 50m in radius.

With many more Singapor-
eans jumping onto the WiFi 
bandwagon, one can literally 
discover and connect to a 
WiFi network out of the air, 
without actually paying for the 
connection charges.  A recent 
random check by The New 
Paper journalist team around 
Singapore revealed that free 
and open WiFi Internet con-
nections are available nearly 
everywhere at various hous-
ing estates, from Ang Mo Kio 
to Bishan to Toa Payoh.  The 
team did not even need to 
go to MacDonald’s or shopping centres like Funan the IT Mall, where 
free WiFi access is officially provided.  They were literally surfing 
the Internet at broadband speeds in HDB void decks or outside the 
boundaries of condominums.
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The good area coverage and convenience of WiFi routers have unwit-
tingly let their owners provide a “free” service to their neighbours.  
While most WiFi networks would have been protected by passwords 
to prevent unauthorised users from “stealing” their connection and 
bandwidth, there would invariably be at least one unprotected WiFi 
network in the neighbourhood.  The unprotected or open WiFi net-
work could be due to an unknowing owner or simply an oversight on 
his part to configure a network password for protection.  Whatever the 
reason, this unprotected WiFi network lets anybody plug in and con-
nect anonymously, providing them with full Internet access.

In Mar 2006, David M. Kauchak, 32, a former Machesney Park 
resident, became the first person in Winnebago County, Rockford 
to be charged with remotely accessing another computer without 
the owner’s approval.

Kauchak was arrested in January in Loves Park when local au-
thorities caught him surfing the Internet through a nonprofit agen-
cy’s WiFi network while sitting in his car with a laptop.

Kauchak pleaded guilty to the charge and was fined USD 250 and 
sentenced to one year of court supervision.  The State Attorney 
said that “residents need to know that it is a crime, punishable by 
up to a year in jail, to access someone else’s computer, wireless 
system or Internet connection without that person’s approval.”

One need not be an IT hacker to connect to unprotected WiFi net-
works, for most laptops would automatically scan the area for an 
unsecured WiFi network and initiate an automatic connection without 
any user intervention.  In addition, users may also unintentionally 
connect to a “protected” WiFi network.  This is because some WiFi 
owners do not (know how to) change the default password of their 
WiFi routers, thus allowing strangers to use a typical password (like 
“admin” or “password”) to log in.
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Once connected wirelessly, the unauthorised user can do practically 
almost anything as per connected to a normal local area network.  He 
can check email, browse the Web, download files and even connect 
to other laptops/PCs connected to the same WiFi network.  The last 
one is a major security hazard to the WiFi network owner, for if his 
other computers on the WiFi network are not securely configured, 
his personal files and data could be compromised.  For instance, the 
unauthorised user could access the shared C:\ drive of his PC.  Given 
that the WiFi network is already not properly secured, it is very likely 
that the other computers are also inadequately secured.

However, not all unauthorised users are out to “steal” WiFi connection 
and bandwidth.  A legitimate user may become an unauthorised user 
by unknowingly connecting to a neighbouring WiFi network.  This is 
because most laptops WiFi would automatically locate and connect 
to the WiFi network with the strongest signal strength, and it might 
just happen to come from the neighbour’s more powerful WiFi router 
which is right next door.

Nonetheless, such acts are considered illegal under the Computer 
Misuse Act.  Any unauthorised access into computers on networks 
carries a first-time penalty of up to $5,000 fine and/or two years jail.  
Dishonest use of any telecommunication service without the intention 
of paying for it can cause one to be fined up to $10,000 and/or jailed 
up to three years.  While nobody in Singapore has been prosecuted 
for this yet, it pays to be aware so that one does not get caught red-
handed unwittingly.
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How To Report Low Wireless Coverage

Computer Services Centre encourages all users of Wireless @ NIE to 

report any poor wireless coverage in NIE Yunnan Garden Campus and 

Townsville Campus.  You can visit Wireless Support Website (http://

wireless.nie.edu.sg) and fill in the Feedback Form.  Though we can’t 

guarantee immediate fix for every area, your valuable feedback will 

help us to plan and extend the wireless coverage accurately.

Academic Computing and Information Services
Computer Services Centre
National Institute of Education 
1 Nanyang Walk
Singapore 637616

UNWIRED is free and is published half yearly.  It is available on NIE Wireless Support Website 
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