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Factors Influencing Adolescents Engagement 
in Risky Internet Behavior

ALBERT KIENFIE LIAU, Ph.D., ANGELINE KHOO, Ph.D., and PENG HWA ANG, Ph.D.

ABSTRACT

The present study used data from the SAFT (Safety, Awareness, Facts and Tools) Singapore
survey, a national survey of 1,124 youths aged 12–17, to explore the issue of risk on the Inter-
net. We investigated factors that influence adolescents’ engagement in risky Internet
behavior, in particular, meeting face-to-face someone they first encountered online. The ado-
lescents ranged from ages 12 to 17, with a mean of 14.32 (SD = 1.37); 49.6% of the adolescents
were girls. The study utilized a 93-item survey that was part of the SAFT Project. Results in-
dicated that 16% of adolescent Internet users in Singapore have had a face-to-face meeting
with someone first encountered online. The following factors were found to be predictors of
adolescents engagement in such face-to-face meetings: age, frequency of Internet use, fre-
quency of chatting and gaming behavior, parental rules, type of personal information given
out, amount of inappropriate messages received, whether inappropriate websites have been
visited, and type of internet advice heard. Implications of the results are discussed.
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INTRODUCTION

SURVEYS INDICATE that large numbers of adoles-
cents use the Internet on a regular basis.1–5

Given adolescents’ increasing use of the Internet,
there has been much concern about its impact on
adolescent development. For instance, on the one
hand, parents tend to be supportive of the educa-
tional potentials of the Internet,6,7 and in fact, state
education as their primary reason for investing in
the Internet.7,8 On the other hand, parents are also
concerned about the risks of the Internet, which in-
clude issues relating to commercialism, privacy, se-
curity, sexual material, and social relationships.3,8–10

Little empirical data, however, is available to ad-
dress the issue of whether such risks are actually
experienced as problematic for adolescents and
their families.

In this paper, we begin with a brief review of is-
sues relating to risks of the Internet, focusing on
risks relating to contact as a result of online rela-

tionships. Then, we present a survey on adolescent
Internet use, drawn from data collected from sec-
ondary schools in Singapore. After discussing the
results of the study, we conclude with recommen-
dations to address the problem of adolescents’ en-
gagement is such behavior.

Sociologists have argued that modern society has
become extremely risk conscious.11–13 Constant
changes in politics, economy and culture, global-
ization, as well as the collapse of traditional author-
ity and sources of identity tend to reduce any sense
of stability.14 As a result, “high levels of anxiety and
insecurity” have become a characteristic of modern
society.13

Surveys of parents on their attitudes towards the
Internet suggest that parents are anxious and inse-
cure about their adolescents’ use of the Internet.
Turow9 found that while 68% of parents state that
children who do not have the Internet are disad-
vantaged compared to their peers who do, 75% of
parents were concerned that their children might
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give out personal information and view sexually
explicit images on the Internet. The Pew Internet
and American Life Project4 found that 57% of par-
ents were concerned that strangers would contact
their children online. In fact, 60% of adolescents
surveyed in that project indicated that they had re-
ceived messages (of any kind) from strangers. In
the Singapore study conducted by the Parents’
Advisory Group for the Internet (PAGi), 77.6% of
parents surveyed indicated that their children re-
ceiving pornographic and violent material from the
Internet is a cause for concern.8 In the Youth Inter-
net Safety Survey, 19% of a U.S. sample of 1,501
youths aged 10–17 stated that they had received an
unwanted sexual solicitation in the past year. Girls,
older adolescents, troubled youth, frequent Inter-
net users, chat room participants, and those who
communicated online with strangers were found to
be at greater risk for receiving online sexual solici-
tation.15 This survey also indicated that 25% of
youth have had unwanted exposures to sexual ma-
terial on the Internet.16 Livingston7 states that by
far, most public concern has focused on the “grow-
ing incidence of unwanted or inappropriate sexual
contact” made with adolescents by adult strangers.
The present study focuses on the risk of such con-
tact in the Internet. Reviews on other risks on the
Internet such as commercialism and exposure to in-
appropriate websites (e.g., sites containing violent
images or hate messages) can be found in Carter
and Weaver,17 as well as Montgomery.18

While parents may be anxious and insecure
about the risks of the Internet, adolescents seem to
be less concerned. In the Pew study,4 adolescents
were not particularly worried about meeting
strangers online; 52% of adolescent Internet users
expressed no worry at all about being contacted on-
line, and only 23% expressed some level of concern.
Turow and Nir19 found that North American youth,
aged 10–17, were much more likely than parents to
say that it is alright to give sensitive personal infor-
mation to commercial Web sites in exchange for a
free gift. Similarly, in the SAFT (Safety Awareness,
Facts and Tools) project, a large-scale survey of
10,000 youngsters aged nine to 16 in Denmark, Ice-
land, Ireland, Norway, and Sweden, researchers
stated that while 14% of children had indicated that
they have had a face-to-face meeting with someone
first encountered online, only 4% of parents think
their children have had such a meeting.20 In Singa-
pore, Khoo et al.8 also found that parents have
higher levels of concern about the risks of the Inter-
net compared to adolescents aged 13–15.

This discrepancy between adolescents and par-
ents in their attitudes towards risk in the Internet

could explain why parents and their adolescents
often do not agree about the place of the Internet at
home. While parents state that they sometimes look
up Web sites their children have visited, most ado-
lescents do not think that happens.4 Similarly,
while parents state that they spend time sitting
with their children while they were online, adoles-
cents do not report that. There is also disagreement
between adolescents and parents on whether the
Internet leads youth to do dangerous or harmful
things.4 In addition, Turow and Nir19 reported that
parents and their youngsters have experienced in-
cidents of disagreement, worry, or anger in their
family over the youngsters’ release of information
to the Web; 41% of U.S. parents and 36% of young-
sters recall tensions at home over youngsters’ re-
lease of information online.21 In Singapore, while
81% of parents indicated that they believe children
could behave responsibly on the Internet, only 46%
of children themselves responded that they could
be trusted to do so.8

Given parents’ concern about risks on the Inter-
net, one would expect that parents practice high
levels of supervision on their children’s Internet
use. Parental surveys tend to indicate that most
parents do set rules regarding their children’s Inter-
net use as well as monitor Internet use by checking
bookmarks or browser history.3 However, as men-
tioned above, adolescent self-reports do not seem
to corroborate parental reports of supervision. In
the Pew study,4 while 61% of parents of online ado-
lescents state that they enforce time limits on how
long their children can stay online, only 37% of
adolescents say such limits are imposed on them.
Based on their parent and youth surveys, Turow21

suggests that parent–child interactions about Web-
privacy issues are fleeting at best, “perhaps in the
form of ’don’t give out your name’ or ’don’t talk to
strangers.’” Similarly, results from the SAFT project
indicated that children and parents seldom talk
about the positive or negative experiences on the
Internet.20 In Singapore, Liau et al.22 also suggested
that parents tend to overestimate the amount of
parental supervision and communication regard-
ing Internet safety that occurs at home. Hence,
more research needs to be done to examine the na-
ture and extent of parental Internet supervision,
and whether higher levels of parental supervision
is related to lower levels of adolescent engagement
in risky Internet behaviors.

Adolescents’ lack of concern about the risks of
the Internet is disconcerting given that interper-
sonal communication is one of the primary reasons
adolescents use the Internet,23 and that many
youths use chat rooms, instant messages, e-mail or
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other forms of online communication to converse
with people they did not know face-to-face.5 In fact,
Wolak et al.5 found that 7% (n = 101) of their U.S.
sample of youths aged 10–17 have had a face-to-
face meeting with someone encountered online.
The survey also indicated that, while most of these
youths followed safety basic rules such as inform-
ing parents and bringing friends or family mem-
bers to the meetings, a number of youths did not
take such precautions. In particular, 10% of these
youths told no one, and 23% were alone when they
met their online friend. Two youths (2%) reported
discomfort after the face-to-face meeting. In one of
the cases, a 16-year-old girl was asked to spend the
night in the hotel room with the 30-year-old man
whom she met.5

The present study used data from the SAFT Sin-
gapore survey, a national survey of youths aged
12–17, to explore the issue of risk on the Internet.
Singapore, with a population of 4 million inhabi-
tants, has one of the highest rates of Internet pene-
tration, with 59% of the population owning a
computer at home, and 48% being connected to
the Internet. A national survey of Singaporean
youths aged 12–13 indicated that the Internet pen-
etration rate was 71%.2 Hence, Singaporean ado-
lescents can be considered highly wired, and very
much part of the “Net-Generation,” as described
by Tapscott.24

We investigated factors that influence adoles-
cents engagement in risky Internet behavior, in
particular, meeting face-to-face someone they first
encountered online. As this was an exploratory
study, the following factors were examined as pre-
dictors of the risky behavior: frequency of chatting
and gaming behavior, parental supervision,
communication with parents, type of personal in-
formation given out, amount of inappropriate
messages received, whether inappropriate web-
sites have been visited, and type of internet advice
heard. 

METHODS

Sample

Participants comprised of 1124 adolescents
ranging from ages 12 to 17 (mean age = 14.32,
SD = 1.37). 49.6% of the adolescents were girls.
The adolescents were from nine secondary
schools in Singapore. Of these nine schools, two
were all-girls, two all-boys, and five were of
mixed gender. Four of these schools were inde-
pendent and government-aided with a history of

Catholic and Methodist missions, and four were
government schools located in public housing es-
tates, and one was a government-aided Junior Col-
lege (equivalent to grades 11 and 12).

Procedure

The students participated in the online survey
during school when they were having classes in
the computer rooms. The survey project was given
approval by the Ministry of Education, and stu-
dents had to give their consent in participating
before they could proceed with the survey. Adoles-
cents were given an ID code to log in to the online
survey so that they could respond anonymously.
The survey took 30–45 min to complete. Most of
these adolescents were mainly from secondary one
to three (equivalent to grades seven to nine)
classes, which had relatively more time in the
school timetable than their secondary four (equiv-
alent to grade 10) counterparts. In the Junior
College, only one class of first year students parti-
cipated in the study.  

Instrument

The study utilized a 93-item survey that was part
of the SAFT Project.20 SAFT is an international col-
laboration of five countries: Denmark, Iceland, Ire-
land, Norway, and Sweden, and seeks to raise
awareness of the positive potential and dangers of
the Internet for youth and children. Singapore was
invited as a partner in this cross-cultural collabora-
tive study. The survey was administered in all six
countries.

The present study focused on factors predicting
adolescents’ engagement in risky Internet behavior,
in particular, meeting someone encountered online.
Hence, the following sections of the survey were
relevant:

Risky internet behavior. Participants were asked
whether they had ever met anyone face-to-face that
they first met on the Internet.

Frequency of use. Participants were queried
about their frequency of use of (1) the Internet at
home or other places, (2) video games on the inter-
net, and (3) Instant Messaging (like ICQ or AOL In-
stant Messaging).

Parental supervision. Participants were queried
about whether their parents (1) sit with them when
they are on the Internet, (2) check in on them while
they are on the Internet, (3) use filters, and (4) check
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web sites they had visited. Participants were asked
whether anyone was at home when they arrived
from school. Participants were also asked if there
were rules for Internet use in their homes (e.g., “I
am not allowed to give out any personal informa-
tion,” and “I am not allowed to meet in person
someone I only know from the Internet”).

Communication with parents. Participants were
queried whether parents talk to them about what
they do on the Internet, and whether they would
tell their parents about receiving pornographic
junk mail.

Giving out personal information. Participants
were queried whether they have given out per-
sonal information, such as their postal address or
phone number, over the Internet to win a prize in a
contest. Participants were also asked whether they
have met someone on the Internet who asked for
personal information like their photograph, phone
number, street address, or school they attend.

Receiving inappropriate messages. Participants
were queried whether they have ever been sent
pornography on the Internet from someone they
have met only on the internet, whether they have
ever received sexual comments on the Internet, and
whether they have ever received pornographic
junk mail in their e-mail or Instant messaging.

Visiting inappropriate websites. Participants were
asked whether they have ever accidentally or pur-
posely ended up in the following types of websites:
sites containing pornography, sites containing vio-
lent or gruesome pictures, and sites containing
hateful messages towards a person or group of
people.

Internet advice. Participants were queried
whether they have heard Internet safety advice
such as: “Never give out your address,” or “Never
arrange to meet anyone.”

Statistical analysis

Given the large sample size, and the number of
significance tests to be carried out, the significance
level was set at 0.01. (Although the survey con-
sisted of primarily single-item measures, reliability
was assessed for a number of the measures with
multiple items such as internet use, and amount of
communication with parents. The alpha coeffi-
cients were 0.79 and 0.87, respectively.)

RESULTS

1045 (93.0% of the total sample) adolescents re-
ported having used the Internet, and 827 (73.6%)
adolescents reported having chatted on the Inter-
net. The study focused on this group of 827 adoles-
cents who have experienced chatting on the
Internet. These adolescents have a mean age =
14.42 (SD = 1.33) and are 51.4% girls. Adolescents
who have chatted were significantly older than
adolescents who have not chatted (F(1,1123) =
16.87, p < 0.0001). Adolescents who have chatted
have mothers whose educational background was
marginally higher than those who have not chatted
(F(1,1123) = 4.47, p = 0.035), and there are a margin-
ally greater number of girls among adolescents
who have chatted compared to those who have not
(�2(1) = 4.22, p = 0.04).

A total of 169 adolescents (16.2% of Internet
users, or 20.4% of those who chat) reported having
met someone in real life that they first encountered
online. Fifty-seven adolescents have met one per-
son, 112 adolescents have met more than one per-
son, and 45 adolescents have met more than six
persons. Fifteen adolescents (8.9% of 169) had the
experience of meeting someone who introduced
himself/herself as a child on the Internet but
turned out to be an adult. Table 1 describes who the
adolescents brought along during their first face-
to-face meeting, as well as their experience of what
happened during the meeting. Sixty-one (36.1%)
adolescents reported that they told their parents or
teachers if something bad happened to them, while
62 (36.7%) adolescents reported that they did not
tell their parents or teachers, and 46 reported not
knowing or not remembering what happened
(27.2%).

A series of multiple logistic regression analyses
was used to examine the factors that influence ado-
lescents’ engagement in risky internet behavior, in
particular, meeting in person with someone en-
countered online. Odds ratios (OR) were calculated
to approximate relative risk and are presented with
99% confidence intervals. Age was a significant
predictor of the risky behavior (OR = 1.26, 99% CI
(1.06, 1.48), p < 0.0001) but gender was not a signifi-
cant predictor; 80 out of the 169 (47.3%) adolescents
were girls. For ease of interpretation, the frequency
of use of the Internet variable was dichotomized so
that 1 = “at least once a day” and 0 = “less than
once a day.” Controlling for age, frequency of use
of the Internet was a significant predictor of the
risky behavior (OR = 1.68, 99% CI (1.07, 2.65), p <
0.01). Parents’ educational background and
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whether parents lived together were not significant
predictors of the risky behavior. All subsequent
analyses include age and frequency of use as co-
variates in order to control for the influence of
these factors. The following factors were examined
as predictors of the risky behavior: frequency of
chatting and gaming behavior, parental supervi-
sion, communication with parents, type of personal
information given out, amount of inappropriate
messages received, whether inappropriate websites
have been visited, and type of internet advice
heard. Significant and marginally significant pre-
dictors of the risky behavior are reported in Table 2.

DISCUSSION

This study indicated that there is reason to be
concerned about risk in adolescents’ Internet use as
16% of adolescent Internet users in Singapore have
had a face-to-face meeting with someone first en-
countered online. Out of these adolescents, 22% of
them went alone for the meeting, 27% have met
more than six persons, and 9% met someone who
introduced himself/herself as a child on the Inter-
net but turned out to be an adult. In comparison, a
national survey of U.S. youth indicated only 7%
have had such a face-to-face meeting, and 23% of
these youths went alone to the meeting.5 Older
adolescents were more likely to go for such a meet-
ing, but there were equal number of boys and girls
going for face-to-face meetings. Of particular con-

cern is that two boys reported that the person they
met tried to physically hurt them, one of those boys
and another girl also reported that the person they
met said nasty things to them. It is not certain why
a number of the adolescents reported not remem-
bering (or not knowing) who they brought along
during the first face-to-face meeting (17% of the
169), and how they would describe the meeting
(22% of the 169). Only 35% reported that they had a
good time at the meeting.

We found that parental supervision techniques
such as sitting with or checking in on the adoles-
cent while they were online, using filters, and
checking sites visited were not related to the risk of
attending a face-to-face meeting. Similarly, Mitchell
et al.15 found that a variety of parental supervision
techniques such as having rules about the number
of hours spend online, asking what youth do on-
line, checking the history function, and using filters
were not related to the risk of receiving sexual so-
licitations. However, two particular Internet rules
relating specifically to not having face-to-face
meetings, and not meeting strangers online low-
ered the risk of such a meeting. Also, adolescents
who had heard the Internet safety advice never to
arrange to meet anyone were less likely to have had
a face-to-face meeting.

Hence, parental supervision techniques do not
seem to be effective in lowering the risk involved
with adolescent Internet use. Perhaps our findings
are consistent with Kerr and Statin’s25 reconceptu-
alization of parental monitoring. They argue that
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TABLE 1. CHARACTERISTICS OF ADOLESCENTS FIRST FACE-TO-FACE MEETING

n %

People brought along to the first face-to-face meeting
Mother 6 3.6
Father 5 3.0
Other adult 4 2.4
Brother or sister 9 5.3
Friends (similar age) 99 58.6
Someone else 19 11.2
Went alone 37 21.9
Do not remember 29 17.2

How the adolescent described the meeting
I had a really good time 59 34.9
Nothing, it was just a meeting 74 43.8
Nothing, it was boring/no success 27 16.0
The other person said nasty things to me 2 1.2
The other person tried to physically hurt me 2 1.2
Do not know/do not remember 37 21.9
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even though many studies have shown that
“parental monitoring” is related to measures of
adolescents’ adjustment, these studies are actually
measuring parental knowledge of adolescents’ ac-
tivities and not the parents’ efforts in tracking and
surveillance. In fact, Kerr and Statin24 found that
parents’ tracking and surveillance provide no ex-
planation for the links between parental monitor-
ing and adjustment. Instead, child disclosure of
information provided a better explanation of the
relationship. In other words, child disclosure pro-
vided a better explanation than tracking and sur-
veillance of why parental knowledge is linked to
adolescents’ level of adjustment.25,26 Consistent
with this argument is our finding that adolescents
who tell parents that they have received porno-
graphic junk mail are marginally less likely to have

had a face-to-face meeting with someone encoun-
tered online. Hence, instead of trying to monitor
what youngsters are doing discreetly (e.g., check-
ing websites visited), perhaps parents should en-
courage open communication with their children
regarding their Internet use, and use participative
decision making to set specific rules about the lim-
its of their Internet behavior.

Controlling for age, adolescents who use the In-
ternet at least once a day were 1.7 times more likely
to have had a face-to-face meeting with someone
first encountered online compared to those who
used the Internet less frequently. Controlling for
age and frequency of Internet use, frequency of
chatting and gaming were still significant predic-
tors. Similarly, Mitchell et al.15 found that frequent
Internet users were at greater risk for sexual solici-
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TABLE 2. SIGNIFICANT AND MARGINALLY SIGNIFICANT PREDICTORS OF THE RISKY INTERNET BEHAVIOR—
MEETING IN PERSON SOMEONE ENCOUNTERED ONLINE

Predictor OR 99% CI

Frequency of Internet activities 3.13** 1.75, 5.55
Frequency of chatting 1.77* 1.07, 2.91
Frequency of gaming

Parental supervision
Rules for Internet use

Not allowed to meet in person someone encountered online 0.49** 0.30, 0.81
Not allowed to talk to strangers in chatrooms 0.46* 0.23, 0.93
Not allowed to give out personal information 0.62† 0.39, 1.01

People usually at home when arrive from school 1.56† 1.06, 1.48
Communication with parents

Tell parents about receiving pornographic junk mail 0.49† 0.22, 1.06
Giving out personal information

Phone number 2.17* 1.15, 4.09
Photograph 2.68* 1.16, 6.18
Favorite band, music 1.67* 1.03, 2.90

Receiving inappropriate message
Met someone on the Internet who asked for personal information 4.16** 2.42, 6.67
Sent pornography from someone met only on the Internet 1.80† 0.97, 3.34
Received unwanted sexual comments on the Internet 2.59** 1.58, 4.23
Received pornographic junk mail in e-mail or Instant Messaging 1.90** 1.19, 3.04

Visiting Inappropriate websites
Accidentally ended up in a pornographic website 1.68* 1.04, 2.73
Purposely visited a pornographic website 2.39** 1.33, 4.28
Accidentally ended up in a website with violent/gruesome images 1.60* 1.01, 2.54
Accidentally ended up in a hate website 1.44† 0.90, 2.33

Heard of the following Internet safety advice
Never arrange to meet anyone 0.55* 0.33, 0.90
Do not download anything 1.88* 1.06, 3.17

**p < 0.0001.
*p < 0.01.
†p < 0.05.
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tation. High internet use was also associated with a
greater likelihood of having a close or romantic on-
line relationship with someone encountered online,
and there were a disproportionate number of trou-
bled youth (youth with high levels of depression
and peer victimization) who have had such on-
line relationships.5 Wolak et al.27 also speculated
that online relationships may “amplify alienation
among troubled youth by encouraging racism, fas-
cination with violence, and other antisocial atti-
tudes.” In fact, we found that adolescents who had
visited pornographic websites, sites with violent
images, and hate sites were more likely to have had
a face-to-face meeting with someone encountered
online. Nevertheless, while our study and others
indicate that frequent use of the Internet is a factor
that may increase the level of risk in adolescents’
Internet use, it is not clear whether an excessive use
of the Internet is symptomatic of other deficiencies
in adolescents’ lives.28,29 More research needs to be
done regarding the etiology and consequences of
frequent Internet use.

Turow21 in presenting his information-bound-
aries perspective on the family and the Internet
argue that the Internet has made the boundaries be-
tween the family and the world outside permeable.
As a result, there is an increasing spiral of family
tension and fractionalization regarding incoming
and outgoing information as parents attempt to set
norms in terms of information disclosure practices.
Children, in turn, may develop their own rules of
self-disclosure. As mentioned earlier, parents seem
to be more concerned than children about the risks
of this flow of information. In our sample, we
found that 35% of the adolescents were willing to
give out their full name, and 18% their postal ad-
dress in order to win a prize in a contest. Park and
Floyd30 also found high levels of self-disclosure in
online relationships. We found that adolescents
who gave out phone numbers, photographs, and
information about their favorite band or music
were more likely to have had face-to-face meetings
than those who did not. Having met someone who
asked for personal information, and receiving inap-
propriate messages like unwanted sexual com-
ments and pornographic junk messages were also
significant predictors. Hence, information flow into
and out of the home is associated with greater risk
for adolescents on the Internet.

This study has its strength in being one of the
first to survey a large national sample of adoles-
cents in Singapore, and one of the first to focus on
adolescents’ engagement in risky Internet behavior.
However, there are a number of limitations to the
findings. First, as the data are cross-sectional, any

direction of causality cannot be inferred. It is possi-
ble that adolescents engagement in risky behaviors
such as face-to-face meetings leads to greater fre-
quency of Internet use, rather than the converse.
Second, the survey consists of many single-item
constructs that may not be reliable. Nevertheless,
research about youth Internet use is a new under-
taking, and the procedures for inquiry in this area
have not been standardized or validated.5 In addi-
tion, our study utilized an international survey that
has been administered in five European countries.20

While some research has indicated that most on-
line relationships remained in the electronic do-
main and do not result in face-to-face meetings,23

our research strongly suggests that there is reason
to be concerned about adolescents’ Internet use.
The 16% of Internet-using adolescents in Singapore
who have participated in face-to-face meetings
could translate to millions of adolescents engaging
in such meetings during their adolescent years. In
addition, in raising awareness regarding the risks
of adolescents’ Internet use, we hope to encourage
more open communication between parents and
adolescents. Parents should allow children to share
their experiences online and give them oppor-
tunities to teach parents what they know, hence
creating opportunities for mutual sharing. It is im-
portant to note that although not discussed in this
paper, the positive impact of adolescents’ Internet
use is tremendous, and that the concerns about
risks are not so alarming that parents should dis-
courage their youngsters from using the Internet.
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